CBK B MEXAOYHAPOOHbLIX KOMMEPYECKMX KOMIMAHUAX.
KAK JENCTBYEM B HOBOW PEANbHOCTMW.

UpnHa CuBoBa

PykoBoguTtesrib N0 KOHTPornHry. MHoronetHun onblT no PP, CHI, BocTto4yHoM
EBpone B komnaHuax Hilti Group, Schneider Electric, Renault.
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PUCK-OPNEHTUPOBAHHAA KOHUETLWNA.

4 OCHOBHBbIE PUCK KATEFOPWUW KOHTPOJIEMW.

AKTUBbLI

OT4YyeTHOCTbL

lNMoTepsa akTMBOB (OeHbrN,
nebutopka, 3anacbkl, OCHOBHbIE
cpeqcTtsBa) B pesynbTaTte
HeaoCTaToOMHOW 3aLUThbl
aKTMBOB

BnunsaHue Ha h)MHAHCOBbLIU
pe3ynbTaTt, banaHc, P&L B
4aCTWN HENOJSTHOW MHpopMaLnu,
OLLINBOOK, HEKOPPEKTHOWN
OLIEHKN, OTCYTCTBMUA
OCHOBaHUW, HECOOTBETCTBME
YYeTHOWN MOJSINTUKE

Oobsa3aTe-
NbCTBA

HapyuweHus
MONINTUK

Ob6Gsa3arenbcTBa (WTPadbl,
BbIMS1aTbl) NO HENUCMOMHEHMIO
KOHTPAKTOB UMW HapyLLUEHUSM,
OTCYTCTBME 3aLLUNTbI B
KOHTpaKTaxX, OTBETCTBEHHOCTb
MO KayecTBY NPOAYKLUUM

HapyweHue Kogekca
KOoprnopaTUBHON 3TUKN
(koppynuusi, KOHMIKT
NHTEPECOB), NPEBbILLEHNE
MNOSIHOMOYMU UNN PUCK
MOLUEeHHUYeCTBa, YTO MOXET
HaBpeanTb penyTaunu nnm
JoMHaHCOBbLIM pe3yrnbTaTam

/ 2



CUCTEMA KOHTPONEW - NTAPTHEPCTBO BU3HECY W NOAXoN

C HECKOJIbKUMW YPOBHAMW 3ALLNTBI

Coset dupektopoB (KomuteT no ayauty)

MeHegxmeHT OpraHmnsauum BHyTpeHHU AyauT

OnepaunMoOHHbLIN MeHeMKMEHT BHyTpeHHU MOHUTOPUHr  BHYyTpeHHuUWn ayauT

— KoHTtponu 1 ypoBHs (ICS) — KonTponu ypoBHsa 2 (ICS)  * Ouexka ICS

Tekyuime KoHtponu npoueccos OT exxemecsiuHbIX 0 rogoBbix  * [lpoBepka CooTBeTCTBUSA

KOTOpbI€ BbIMOMHAT 3KCMEPTbl MO KOHTPONeN, MOHUTOPUHTA, y4YeTHON NonuTuke

npoLeccamM 1 KOMaHLOW Kak YacTb UX BbINOMNHAEMbIE BriagenbLamu (dbnHaHcoBbLIN maHyan)

€XXeqHEeBHOWN AeATeNbHOCTY KOHTporen Ansa cHkeHnsa puckoB * OueHKa KoppeKkTHOW paboThbl
N HE3aBMCUMOM OLIEHKMU PUCK MeHegXMeHTa

opraHusaumm (EWRM)

BHewHun Ayaut

'3au.w|Ta

4
BHewHun ayaur

* HesaBucmmo noareepxgaet
PMHaHCOBYIO OTYETHOCTb Ha
COOTBETCTBUE MNpaBusiam
Oyxy4eTa

» [MpoBepka ICS ayauTa
JoMHaHCOBOW OTYETHOCTU
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PASBUTWE CBK — NMOBbILLEHWE KAHECTBA BCIIEACTBUWE
CTPYKTYPUPOBAHHOIO NMOAXOOA

YpoBHu 3penoctu CBK*

CoBepLueH-
CTBYEeMbI

ATan 5

YnpaBns-

eMblIH
OTtan 4

Komnauua B 2015
* KOoHTponu ecTtb, HO He
CTaHOapTU3NPOBaHbI, He
OTCrexusarTcs

Hedopma-
JNbHbIN

OTan 2 * KOHTpOnu o4eHb 3aBUCAT OT
5 KOHKPETHbIX PaBOTHMKOB, TK
HavyanbHbIN HET TPEHWHIOB UIK
OTtan 1 KOMMYHUKALWKN, UHCTPYKLMIA
>
Bpems

*NctouHuk: PWC: OueHka 3penoctu CBK.
(B metogonorun COBIT no ISACA.)

MoBbiweHue kavyectBa CBK - gencrBusa

[Mepexon Ha apyron yposeHb CBK nocpeacteom
9 cTaHgapTM3auum 1 perynspHoro MOHUTOPUHra

cnonb3oBaHme cornacoBaHHOro No Bceu rpynne
nogxoaa, asBTomaTnsaumsa U CUCTEMHbIN NOAX0[, K
OTCNEXMBAHWUIO KOHTPOSIEN

CornacoBaHHOCTb NPOLECCOB B ayauTe,

ornepaumoHHbIX noapasgeneHmax n IT

CBK - nHterpmpoBaHHasi YaCTb KOMMEKCHOMO
noaxona K pUCK MEHEOXKMEHTY B KOMMAHUM



KOHTPOJIN MO 7 BUSHEC LUMKJ1AM

B
bIpyu4Ka, 3aKynKwu, 3anachl 3apnnaTa

neouTopka Kpeautopka

KasHauyencrso, OT4yeTHOCTD, IT, SOD
GaHKu Hanoru (obs3aHHOCTM)

v' EAMHBIN noaxoa ¢ YeTKo onpeaeneHHbIMU KOHTPONsSMM
v' OgnHaKkoBOe MOHUMaHWE Yy UCMONHUTENen u ayamta

v CTaH,EI,apTI/I3I/IDOBaHHbIe KOHTPOJIN N NHCTPYMEHTDI



MPUMEP ABTOMATU3ALIMN - BbICTPbIV JOCTYM K
MHPOPMALIMU 1NO KOHTPOJIAM HA PA3HbBIX TJIATGOPMAX

“Bawa CBK ” — war 3a warom

STAGES nnatdopma

BbinonHeHve KoHTponen -

Bbipyyka,

3akynku,
KpeguTopka

nebuTtopka

L1 & L2 - onucaHue

3anacsbl 3apnnara
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=IB.P&  =IB1-Vendor = Select new vendor =/B11 [='Wrong vendor selection process leadingto  ='B111 =/ Procurement Team Purchasing Manager / Link Link
Selection insufficient quality, liability, non-competitive Material Manager
— costs and non-compliance to supplier Code
=B112 =/ Procurement Team Procurement Manager Link Link
=IVendor selection =/B12 =/Wrong national vendor selection leading to =1B12 =/ Material Team Purchasing Manager / Link Link
(national products) - Exposure to product liability (economic Material Manager
consequences of product failure eg anchors;
personal injury damages eg DX).
- Customer dissatisfaction from poor
performing products (without product
liahilitv) resulting in nenative renutation
=IB2 - Vendor =/Changes to master =/B22 =l Potential payment fraud if lack of control of =1B22 =ISSC Head/Finance SSC Head/Finance Link Link
Master Data  data bank data and / or poor segregation of duties. Manager Manager
Managemen
= Duplicate vendors =/B21  (=JPoor quality master data leading to purchase [=/B21 =IAP Team AP Team Link Link

intransparency and therefore risk of integrity
(potential payment fraud) and wrong /




[MPUMEP - NMOHATHAA N OOCTYTHAA MATPUUA CBK (ICS

Matpuua CBK (ICS) Stages

Cycle Control objective Control i i |
- - Level 1 Level 1 Level 2 Level 2
Risk - oo o Level o . Level 2 Control =
e Sub-Process IO Control Objective Control # |Control activity description |Control Ermarmes Control activity description (Control 2 e
cyele [ 2 P - - 7 |(process control| ~ |frequency - ~ |(monitoring control) - - [oumer - Policies
A: R&R Duplicate ATl Ensure no unintended duplicated Each MCS team (all sales | Ensure you monitor & clean-up Annual (March)  [Market Reach Manager |
creditlimit customer exist customer is created by Transaction channels) duplicate customers (e.g. with Fuzzy
- checking manually critical fields (tax H
e, VAT rumber, business duploated customer ewiss. For Compliance Processes
registration number, name (with *)) and| intended duphcated customer,
- using automatic SAP pop up. wheck thae cradit fini & not
functionality (VAT) and Uniserve if dplicaesd
applicable \
A: R&R Manual 53 Ensure when creating a manual Each Review
customer d d potential conect approvalis recsived. [ Transaction potential class higher than system % \
potential value |loss (AR write off). potential class: 3
" nvald maresal potentals are Trusted Paktners for Value Creation. -
cleaned-ur -
\ "
esinting marualpotentials are Scorecards Per Insight. L p Organization
confirmed as valid (classification & A
date)
Ensure approval matix (locally
maintained) is in place and up to
date:
- with system approval workflow: No
further actions needed Tools &
- without system approval workflow x
Check approval matrix and spot p ractices
check if manual potentials were
correotly approved
[A-R&R  |Payment Terms d AT When allocating payment terms, Each Creditteam Ensure local CAL polioy includes: Annual Credit Manager
Policy 4030, d i ensure it follows the local CBC poliey. | Transaction i
assetloss. C&C policy requirements and more If non-standard payment terms are regulation (if applicable)
particularly: required, ensure itis properly - an approval matrix
- limited number of different terms approved and documented.
- terms consistent with local regulation Ensure payment terms are consistent
(if applicable) with business segmentation.
Extract all customers, review
and risk categories consistency and validate payment
[A-R&R  |Payment Terms igned| A13Z When allocating payment terms, Each Creditteam it Twice apear T
Ds0, d ensure it follows the local C&C policy. [ Transaction standard payment terms, Ensure they
fleet) assetloss. C&C policy requirements and more I non-standard payment terms are have the right approval and are
particularly: required, ensure itis properly properly documented.
- limited number of different terms approved and documented.
- terms consistent with local regulation
(if applicable)
and risk oategories.
A: R&R Payment Terms d A133 ‘When allocating payment terms, Each Creditteam Twice ayear Cr
Approvals 4030, d ensure it follows the local CBC policy. | Transaction standard payment terms. Ensure they
(fleet) asset loss. CAL policy requirements and more If non-standard payment terms are have the right approval and are
particularl required, ensure itis properly properly documented.
- limited number of different terms approved and documented.
- terms consistent with local regulation
(it spplicable) Bbl py4ka, SaKynKM 0 3 3
anacsbl apnnara
and isk categories ﬂe6|/|T0pKa KpeauTopka p

OTYeTHOCTb,
Hanoru

KasHavencrtBo,
- OaHkn

CornacoBaHHaga cuctema ¢ aoEKTUBHbLIMMU,
HeobXxoaMMbIMU N OTCINEXNBAEMbIMU KOHTPOMNSIMU



NMPUMEP RUNBOOK B SAP — MHCTPYMEHT BbINOJIHEHWUA U
MOHUTOPWHIA OJ1A NCHNOJIHUTEJIEW YPOBHA L2

BbinonHeHWe KOHTpoOnewn

Runbook scenario execution: 3051 ICS_DEMO 08-2016
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Runbook area 051 MO HILTI Austria [Comments]

Scenario ICS_DEMO ICS SCENARIO DEMONSTRATION

Execution ID 08-2016
Base Date 01.09.2016

Frequency 0lmonths |
Execution Type
1C5/0000000001

‘Scenario group

Status [*S Responsbilty group | Type] Notif| Text| IC | Log

@oo |11 A131 Payment Terms - Policy 1CS ACCOUNTING TL @ & | ER

@00 |11 A132 Payment Terms - Approvals (non-fleet) 1CS ACCOUNTING TL & | EF

ool |11 Al141 Credit management process - Credit engine updates ICS ACCOUNTING TL 2 & | E

5 | @oo |1 A151 Blocked order process - Approvals ICS ACCOUNTING TL |£] ER
& (oo |15 A511 Collection process - Dunning ICS_ACCOUNTING TL £
h | @oo |16 AB2 Fleet - Health report, Batch log Business ICS FM RPE ER
oom |16 A63 Fleet - Health report, Batch log Finance ICS FMFIN RPE L & E

& [@co |22, B21 Duplicate vendors ICS PP TL [E] E]
| & [@co [22. B22 Changes to vendor master data ICS PTP TL = @ EF
ER 2 B23 Use of one-time vendors (CPD) ICS PTP TL - [&] ER
@ @O0 |24 B413 Invoice validation (Readsoft entities) 1CS _FBP ER
@ @oo |24 B414 Invoice validation (Readsoft entities) - Manual postings ICS PTP TL ER
| [oom |22 B42 Duplicate invoices ICS PP TL ) IZalE]
& [@oo |25 BS521 Lost cash discount ICS PTP TL B
" |[oca |25 B522 Vendor debit balances ICS PTP TL [ Ef
ool |25 B53 Vendor down payments ICS PTP TL [ ER

@O |26 B614 Fixed Assets - Activation check 1CS GL TL @ E

® | com |26 B615 Fixed Assets - Disposals 165 GL 1L ) @ B
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BIIMAHWE TEKYLWEIO KPU3NCA HA YTTPABJIEHUE
KOHTPOJTAMU

[lepecMOTp pUCKOB, NPOLLECCOB 1 0bracTen KOHTPOSISA, NPOBEpPKa
OTBETCTBEHHbIX/OPIrCTPYKTYypa - 4TO nomeHsinocb ns-za COVID-19?

OueHka rpaduka 3akpbITUs 1 U3BMEHEHNE CPOKOB BbIMOSTHEHUS
KOHTporeun (Hanpumep, rno oT4eTHOCTM). NoaroToBka K yaaneHHOMY
3aKpbITUIO. Icnonb3oBaHMUE HOBbLIX TEXHOMOMMNA.

[JOKyMeHTMpOBaHME BPEMEHHbLIX peLlueHnn (rpaduku,
nepepacnpegernieHme oTBETCTBEHHOCTH)

Ocoboe BHMMaHME pMcKkaMm MOLLEHHNYECTBA (NPW 9TOM OTAESIbHbIE PUCKU
CHWXXaKTCA NMpu yaoaneHke)

PaccTtaHoBKa NpMOpPUTETOB, NPMOCTAHOBKA NiaHOB No TpaHcdopMauum
busHeca 1 KOHTpornen. YCUreHne npoekTHOro ynpasreHus.

Bonblue KOMMYyHUMKaLWK ¢ OU3HECOM



